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Method for performing an electronic transaction, comprising the steps:

a) a first user client (110) digitally sending to a first node (150} transaction information,

comprising a first user predictable transaction counter, which is unique for the combination

of the first user and the electronic transaction in question; and a user transaction state

digest, which is the output of & one-way function calculated based on previous electronic

transactions registered in relation to the first user;

b} the first node (150) affirming the transaction information;

¢} the first node (150} digitally communicating the transaction information to additional

nades (160,170) on an electronic transaction network of such nodes;

d} at least one of said additional nodes (160,170) affirming the transaction information;

e} verifying that at least a predetermined number of nodes have affirmed the trans-action

information; and

f} registering a transaction based upon said transaction information and digitally

disseminating information to all nodes (150,160,170} on said network regarding positive

affiernation status of at least said predetermined number of nodes.
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Abstract

Method for performing an electronic transaction, comprising the steps:

a) a first user client (110) digitally sending to a first node (150) transaction information,
comprising a first user predictable transaction counter, which is unique for the combination
of the first user and the electronic transaction in question; and a user transaction state
digest, which is the output of a one-way function calculated based on previous electronic
transactions registered in relation to the first user;

b) the first node (150) affirming the transaction information;

c) the first node (150) digitally communicating the transaction information to additional
nodes (160,170) on an electronic transaction network of such nodes;

d) at least one of said additional nodes (160,170) affirming the transaction information;

e) verifying that at least a predetermined number of nodes have affirmed the trans-action
information; and

f) registering a transaction based upon said transaction information and digitally
disseminating information to all nodes (150,160,170) on said network regarding positive

affirmation status of at least said predetermined number of nodes.



10

15

20

25

30

544 149

Method and system for performing electronic transactions

The present invention relates to a method and a system for performing electronic
transactions. In particular, the invention relates to such a method and system for
performing cryptographically chained such transactions, for instance blockchain based such

transactions.

Today, there are many known ways of performing cryptographically chained electronic
transactions. Herein, that a transaction is “cryptographically chained” means that the
transaction in question is sealed using a cryptographic one-way function being calculated
using a previous transaction state as an input, effectively chaining consecutive transactions
to each other in a cryptographic chain which is possible to verify mathematically in
retrospect. Such transaction chains are generally perceived as safe, and may be

implemented in a distributed manner with high availability for interested parties.

In case a set of individual transactions are collected and signed on a group level, the

transaction chain is generally called a blockchain.

One main concern for such chained transactions is transaction throughput. Major protocols,
such as Bitcoin, Etherium and Ripple (XRP), are generally associated with maximum
throughputs that are too low to be able to serve massive amounts of concurrent users. For
instance, some estimates conclude that the Bitcoin blockchain only supports in the

magnitude of 10 transactions per second.

One reason for such low transaction throughputs is that chained transaction protocols must
provide efficient protection against a type of fraud called “double spending”, namely that a
particular value amount is spent simultaneously from a spender to two different recipients.
To achieve this, numerous blockchain protocols use a deliberately time-consuming or
otherwise difficult task (such as a so-called “proof-of-work”) in combination with a
consensus algorithm guaranteeing that consensus is present throughout a network of

blockchain nodes that a current state of the blockchain is indeed valid.
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Such proof-of-work will typically lead to high energy transaction costs.

Apart from being protected against double spending and offering high maximum
transaction throughput, a system for chained transactions should also offer short
transaction validation and settling times. For instance, with the Bitcoin protocol, it is
conventional to wait for a certain number of blocks, such as up to six blocks, to be “mined”
before a transaction is considered fully validated. This may take up to an hour of time, which
is a relatively long time period for transaction parties to wait before a final validation to be

available.

Furthermore, a chained transaction system should offer full transparency for participating

users, and also the possibility for adequate anonymity when so is required.

Such a chained transaction system should also be flexible, dynamically implementable and

scalable, being able to expand or retract quickly in reaction to shifting user needs.

In addition to these requirements, it is also desirable in some circumstances that superuser
functionality is supported, so that a trusted central party, such as a central bank, can control
individual transactions, such as to block fraudulent activity and seize funds, and to ban

certain participants.

Furthermore, safe rollback of the chained transactions should preferably be possible in case

of fraud or misconduct in any other way.

The present invention aims at solving at least some of the above described problems.

Hence, the invention relates to a method for performing an electronic transaction,
comprising the following steps: a) a first user client digitally sending to a first node
transaction information, which transaction information comprises a first user predictable

transaction counter, which is unique for the combination of the first user and the electronic
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transaction in question; and a user transaction state digest, which is the output of a one-
way function calculated based on at least an immediately preceding electronic transaction
registered in relation to the first user; b) the first node affirming the transaction
information; c) the first node digitally communicating the transaction information to
additional nodes on an electronic transaction network of such nodes; d) at least one of said
additional nodes affirming the transaction information; e) one or several nodes verifying
that at least a predetermined number of nodes have affirmed the transaction information;
and f) one or several nodes registering a transaction based upon said transaction
information and digitally disseminating information to all nodes on said network regarding
positive affirmation status of at least said predetermined number of nodes, wherein each
of said first and additional nodes comprises information regarding a previous first user
transaction counter as well as regarding an updated user transaction state digest, and that
said affirming comprises both verifying that said first user transaction counter matches an
expected value thereof and that verifying that said user transaction state digest matches
said updated user transaction state digest, by comparison to said information in the node

in question.

In the following, the invention will be described in detail, with reference to exemplifying

embodiments of the invention and to the enclosed drawings, wherein:

Figure 1 is an overview of a system in which a method according to the present invention
can be implemented;

Figure 2 is a flowchart illustrating a method according to the present invention;

Figure 3 is a flowchart illustrating a method also according to the present invention;

Figure 4 illustrates the relationship between consecutive blocks; and

Figure 5 is a flowchart illustrating a method also according to the present invention.

Figure 1 illustrates a system 100 in which a method according to the present invention can
be implemented. The various components of the system 100 are interconnected via the

internet 101, or via any other suitable digital wide area network.
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The system 100 comprises a number of computer clients 110, 120, 130, each being a
physical general-purpose programmable computing entity such as a personal computer, a
tablet computer or a smartphone; or a virtual general-purpose programmable computing
entity, such as a distributed or hypervised virtual computing resource. Each computer client
110, 120, 130 is arranged to execute, such as on or from hardware of the client 110, 120,
130 in question, a client software function, which in turn is arranged to perform the steps
prescribed for the computer clients 110, 120, 130 according to the present method. Such
functionality, for instance, comprises communications with other entities, data

processing/calculation and storage.

Each computer client 110, 120, 130 is generally arranged to allow one particular user to
access the system 100, and in particular to request/perform digital transactions as will be
described hereinafter. Each computer client 110, 120, 130 may also be arranged to allow
the user to access and edit user account information from the below-described account
server 140. To this extent, each computer client 110, 120, 130 may be arranged to provide
an interactive user interface to the respective user in question. For instance, such a user
interface may be an interactive graphical user interface presented on a screen display of
the computer client 110, 120, 130 in question. The system 100 can also serve automated
users, and in this and other cases each client 110, 120, 130 may provide a digital interface
such as an API (Application Programming Interface) via which it accepts commands and so

forth.

Computer hardware comprised in a computer client 110, 120, 130, or on which the
computer client 110, 120, 130 is arranged to run, typically comprises at least one CPU, at

least one RAM memory and at least one computer bus.

The system 100 further comprises a computer account server 140, which may be of the
corresponding type as described in relation to said computer clients 110, 120, 130. Hence,
the account server 140 may be physical or virtual, and arranged to run a particular account
server software function in turn arranged to perform the method steps prescribed for the

account server 140 by the present method.
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In general, the account server 140 is arranged to keep a current resource account for at
least one of said users. Such an account may be a financial account, holding some type of
value in any currency, including digital currencies, or ownership shares of any type. The
account server 140 may hence belong to a bank. However, in preferred embodiments the
account is system 100 internal, in the sense that the account server 140, including the held
account, is an integrated part of the system 100, not providing any external interfaces via
which third parties can gain access to account information. The account server 140 can be
an integrated functional part of each node 150, 160, 170, for instance so that no account
changes are permitted without the nodes voting on such changes as will be described

below.

Account information is kept in a digital database 141.

The system 100 also comprises a number of computer transaction nodes 150, 160, 170, of
corresponding constitution as said computer clients 110, 120, 130. Hence, the nodes 150,
160, 170 are each associated (in a manner corresponding to what has been described in
relation to computer clients 110, 120, 130) with a respective node software function,
arranged to perform the present method steps in relation to said nodes 150, 160, 170. In
particular, the nodes 150, 160, 170 are responsible for keeping track of, validating and
registering digital transactions of the present type. Each one of the computer clients 110,
120, 130 comprises or is in contact with a respective hardware and/or software database
151, 161, 171, each in turn holding information about a digital ledger in which said
transactions are registered as will be described in the following. Each such database 151,
161, 171 may also comprise information regarding registered users in the system 100,

including user identifying information and user state information (see below).

The system 100 may comprise at least 5, preferably at least 10, interconnected nodes of
said type, each participating in the voting procedure described below for individual
transaction requests. There may be no one-to-one association between individual nodes

150, 160, 170 and individual users. In other words, all nodes may serve all users of the
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system 100. Then, for each node 150, 160, 170 there may be more than one user, such as

at least 10 users, or even at least 100 or at least 1000 users per node.

Each node 150, 160, 170 may store a partial or a complete ledger for at least one user, or
at least for some users, or even for all registered users. In particular, each node 150, 160,
170 may store a partial (“frontier state”, see below) or a complete ledger for each user being
a party to a transaction of the present type. Each stored ledger may comprise, for each user
for which information is stored, a complete set of transactions counting from the most
recently registered transactions and going backwards in time up to a certain respective

earliest stored transaction. The case of a partial ledger is discussed in further detail below.

In general, both the digital ledger and additional information about users registered with
the system 100 is kept in a respective digital copy by each node 150, 160, 170, and these
individual copies are kept synchronized as an automatic result of the transaction processing
procedure described below. Some nodes may be required to hold the entire ledger (the
entire transaction history), while other nodes may only be required to hold a more recent

sets of transactions (such as the “frontier state” of the ledger, see below).

The nodes 150, 160, 170 together form a “network of nodes”, which nodes may be
interconnected on the public internet and may be arranged to communicate with each

other using well-defined interfaces and using encrypted channels to avoid eavesdropping.

In general, everything which is said herein regarding the computer clients 110, 120, 130
equally applies to said client software function. The corresponding is also true regarding the
account server / account software function, as well as to the transaction nodes / node
software function. Each of said entities 110, 120, 130, 140, 150, 160, 170 are provided with
suitable digital communication interfaces for performing communication with other system
100 internal entities and, as the case may be, with external entities. All communication
described herein may be encrypted, for instance based on PKI (Public Key Infrastructure)
encryption. All communication may furthermore be asynchronous, message-based

communication between the respective entities involved. Hence, each entity may for
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instance implement a message queue, handling each incoming message in order, resulting

in some action and/or a further message (or response message) being sent.

There may be several different account servers 140, each serving one or several users. Each
node 150, 160, 170 may comprise account server 140 functionality, as mentioned above.
Furthermore, there may be any number of computer clients, such as at least 10 computer

clients, at least 100 computer clients or even at least 1000 computer clients.

Each registered user may use any one of said clients 110, 120, 130, and be identified to the
system 100 (such as to a node 150, 160, 170 to which a piece of transaction information is

sent) by a per se conventional login or similar.

Figure 2 illustrates a method according to the present invention, for performing an

electronic, digital transaction.

In a first step, the method starts.

In a subsequent step, a first computer client 110 digitally sends, to a first transaction node
150, a transaction request comprising transaction information. This transaction information
may be in the form of a message sent form the first client 110 to the first node 150
containing a set of information defining a transaction that a user (a “first” user) of the first

computer client 110 desires to register and execute.

The transaction may be a financial transaction, such as defining a certain monetary value to
be transferred to or from a first user account held by the account server 140. However, the
transaction may also define any other state change in relation to the first user and/or the
first computer client 110 operated by the first user, such as a first user personal information
update transaction; a first user cryptographic key change or update transaction; or a first
user addition or user removal transaction (removing a particular user from the system as an

active user, for instance on the initiative of a super user). See below for examples.
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Hence, as used herein the word “transaction” is to be interpreted broadly, as a digitally
defined, electronically communicated system 100 state change in relation to at least one
identified user. Such transactions are generally validated by the system 100 (and in
particular, by the nodes 150, 160, 170), registered in said ledger and executed. The
execution may take place completely in a system 100 internal manner, such as by an update
of information identifying the user, or state information, stored in databases 151, 161
and/or 171; or involve external parties, such as involving a money transfer order involving

external money accounts.

In a preferred embodiment, the account server 140 is part of the system 100, and all
transactions involving the transfer of value are executed in relation to the accounts held
and defined by the account server 140, whereby the execution of the transactions described
herein does not involve the activation of any external value account holding entities. In
other words, the value transferred due to transactions of the present type are in this case
only performed between registered users of the system 100, via interfaces provided by
clients 110, 120, 130. Furthermore in this case, there may be additional types of
transactions defined, involving external entities, such as external value deposit and

withdrawal transactions.

The transaction information sent from the first client 110 to the receiving node 150

preferably defines the desired transaction completely to the system 100.

In particular, said transaction information comprises a first user predictable transaction
counter, which counter is unique for the combination of the first user and the transaction
in question. That the counter is “unique” means that no two transactions initiated by a
particular user are the same. In some embodiments, the user transaction counter is
however not unique across several different users of the system 100, which different users
exist in addition to the first user requesting the transaction defined by the transaction

information in question.
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That the counter is “predictable” means that it is possible for the receiving node 150 to
unambiguously predict an expected value of the transaction counter in question, using only
at least one known previous piece of transaction information and/or registered transaction
(such as transaction information and/or registered transaction for the immediately
preceding transaction) initiated by the same user, and in particular using a respective
transaction counter value of such previous transaction information. For instance, the
transaction counter may be, for each individual user, a respective simple monotonically

increasing numerical counter (1, 2, 3, ...).

The transaction information further comprises a user transaction state digest. The user
transaction state digest may be the output of a one-way function calculated based on at
least one previous electronic transaction registered in relation to the same first user,
preferably based on several or even all such previous electronic transactions, in many cases
at least based on at least an immediately preceding transaction registered in relation to the
same first user. Furthermore, the user transaction state digest may be calculated as the
output of a one-way function calculated based on both the last transaction registered in
relation to the requesting first user and also based on other previous transactions registered
in relation to the same first user. For instance, each user state may be calculated as the last
calculated result of a chain of one-way function calculations. In this and other examples,
each user state digest may be calculated partly based on the value of a previous user state

digest.

The one-way function may be any suitable one-way function, requiring relatively little
computing resources for calculating the result of the one-way function but the result of
which one-way function in practise is not sufficient to determine an input to said one-way
function. Such one-way functions are well-known as such, and will not be described in

further detail herein.

However, the user transaction state digest may also be a digest calculated based on
respective hash values of previous transactions registered in relation to the user in question,

such as all such previously registered transactions. Such hashes may then be calculated
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using a predetermined function. Then, the user transaction state digest may be a simple
XOR of the respective hash of each of said previous transactions registered in relation to
said user, which XOR value can be updated in relation to each new transaction using the

previous XOR value and a hash of the new transaction.

It is understood that the first node 150 in this example is a receiving node. However, any
one of said nodes 150, 160, 170 may in theory be a receiving node of a transaction request
initiated by any one of said users from any one of said computer clients 110, 120, 130.

Different transaction requests may be sent to different receiving nodes 150, 160, 170.

In a subsequent step, the first/receiving node 150 affirms said transaction information. This
affirmation may comprise validating at least one, preferably several, of the individual pieces
of information in said transaction information. These verifications may be made in relation
to data stored by the first node 150, such as in the database 151. In particular, said
verifications may be made at least partly in relation to information stored in said ledger
and/or user-related synchronized files stored in each node 150, 160, 170 (see below for

examples).

In case of an unsuccessful affirmation, such as at least one of said verifications turning out
negative, the first node 150 will reject the transaction request immediately (“fast reject”),
returning a failure message to the requesting client 150 without sending the transaction

information to any additional nodes 160, 170.

Otherwise, in a subsequent step, the first node 150 digitally communicates the transaction
information received from the first client 110 in said transaction request to additional nodes
160, 170 on the electronic transaction network of such nodes. In preferred embodiments,
all nodes 150, 160, 170 participate in each transaction request, at least in capacity of
potential “yes” voters. In other words, said additional nodes 160, 170 and the first node 150

together constitute all nodes 150, 160, 170 on said network.

10
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In a subsequent step, at least some of the additional nodes 160, 170, preferably all of the
additional nodes 160, 170, each perform a positive or negative affirmation of the
transaction information received from the first node 150, such as performing the same

verifications as performed by the first node 150 in the previous step.

For each of said additional nodes 160, 170, the outcome of the affirmation is either positive
(all verifications positive) or negative (at least one verification negative). The results may be
returned to the first node 150 for verification of the total number of positive affirmations

from the nodes 150, 160, 170.

Hence, in a subsequent step, in the present exemplifying embodiment, at least one of said

additional nodes 160, 170 affirms the transaction information as described above.

Then, in a subsequent step, it is verified that at least a predetermined number of said first
150 and additional 160, 170 nodes have affirmed the transaction information. The
predetermined number may be an absolute number, or alternatively a particular
percentage of the nodes 150, 160, 170 in the network, such as a percentage that is more
than 50%. In some embodiments, the predetermined number is at least 60% of the total
number of nodes, or even at least 70% of the nodes 150, 160, 170 having to report a positive
affirmation of the transaction information in order to achieve a positive verification that at
least the predetermined number of nodes have affirmed the transaction information. In the
present example, the latter implies that at least two out of the three nodes 150, 160, 170

must report positive transaction information affirmation.

It is noted that, as soon as information has been received that at least the predetermined
number of nodes have affirmed the transaction information, the method may proceed to
the next step, without necessarily waiting for all nodes 150, 160, 170 to report their findings.
Belated reporting may, for instance, be due to certain nodes being down, communication

problems, and so forth.

11
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In some embodiments, all additional nodes 160, 170 report the results of said affirmations
to one particular node, such as the first (receiving) node 150. Then it is this particular node
that performs the verification of affirmations. This provides for a fast, flexible system 100.
However, in many embodiments, the verification of affirmations takes place at several
different nodes, such as at all nodes 150, 160, 170 individually. Such individual affirmation
may then take place independently in each such node 150, 160, 170, and the transaction is
then also registered in each such node. As used herein, the term “register” in relation to a
transaction may include both executing the transaction, such as updating the account
server 140 data, as well as updating the common transaction ledger, including the block

state and the user state (see below).

If the verification turns out in the negative, the transaction is as a result rejected, and the

rejection is reported back to the requesting client 110, such as by the verifying node 150.

If, on the other hand, the verification turns out in the positive, in a subsequent step the
transactions is registered by the verifying node 150 based upon said transaction
information. Such registration may include updating the local copy of the ledger (stored in
database 151) with the digital transaction, which transaction is then committed. The
registration of the transaction may also comprise an execution of the transaction, such as
updating user information according to the transaction information or settling a financial

transaction based on the transaction information.

The verifying node 150 also digitally disseminates information to all other nodes 160, 170
on said node network regarding the positive affirmation status in relation to the transaction

information of at least said predetermined number of nodes.

The other nodes 160, 170 may then also register the transaction information in their

respective locally stored sets of information, including their respective locally stored copy

of the ledger. This way, the ledger will be kept synchronized between nodes 150, 160, 170.

12
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In particular, in response to said dissemination of the verified positive (above threshold)
vote from the receiving node 150, all nodes 150, 160, 170 may register the transaction and
update their respective local information regarding the current first user transaction
counter and first user state information. Then, this updated information may be used when
performing said affirming in relation to a subsequent transaction requested in relation to

the same first user.

Regarding the execution of the transaction, and particularly in case of an information
update type transaction, the execution (in terms of information updating) may be
performed with respect to each node’s locally stored information. In case the execution
requires interaction with an entity external to said node network, such as a financial
transaction involving an account with the account server 140, the execution is only
performed once. In the latter case, the verifying node 150 may execute the transaction, or
a centrally arranged monitoring service may monitor the ledger and execute each financial

transaction being registered on the ledger.

In a subsequent step, the method ends.

This way, a very flexible method and system 100 is achieved for processing, registering and
executing digital transactions. A user may use any node for requesting a transaction,
whereupon the single receiving node disseminates the received transaction information
across the network of nodes. The very simple voting algorithm described above is then
performed automatically, and in case of positive voting by affirmation the transaction can
be registered and executed immediately, with a minimum of time delay. The voting
algorithm also provides a robust protection from double-spending, as will become clear

from more concrete examples provided below.

Since all participating nodes 150, 160, 170 may be reached by the respective transaction
information defining each requested transaction, each node 150, 160, 170 can at all times
keep an updated copy of the ledger, which may as a result be identical across the network

of nodes, at least identical apart from the latest processed transaction or transactions. The

13
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nodes 150, 160, 170 may in some embodiments only differ in terms of their “frontier state”
(see below). Hence, the view of the global transaction history is kept well-defined and
sufficiently synchronized (the nodes are at least in mutually non-contradictory states)
across the node network at all times. A transaction registered by one node will also be
registered by the other nodes reasonably soon as a result of the mechanisms described
herein. In a sense, the true state of the ledger is determined by the majority vote among

nodes 150, 160, 170.

The corresponding is also true regarding user information files that are also kept

synchronized between nodes 150, 160, 170.

A very important aspect of the present invention is that a separate transaction chain,
interlinked by said user transaction state digest, is automatically constructed and
maintained by all nodes 150, 160, 170, for each individual user, which user transaction state
digest chain exists independently of any blockchain structure used involving transactions
with respect to several different users (see below). This user-specific chain structure makes
it possible to process each requested transaction in a very rapid manner, without loosing
reliability or security. This user-individual transaction chain may itself be viewed as a
lightweight blockchain in and of its own right, even though the individual transactions
constituting this lightweight, user-specific blockchain may also form part of a global

blockchain (see below).

As mentioned above, an expected value of the first user transaction counter may be
deterministically determinable (and also in fact determined) from a previous first user
transaction counter used in another first user-related transaction immediately preceding
the currently requested first user-related transaction. In some embodiments, each of the
nodes 150, 160, 170 on the network of nodes comprises information regarding said previous
first user transaction counter. Then, said affirming of the transaction information comprises
verifying that the first user transaction counter provided in received transaction information
matches the expected value of the first user transaction counter by comparison to the

stored previous first user transaction counter.

14



10

15

20

25

30

544 149

Each of the nodes 150, 160, 170 in the network of nodes may comprise information
regarding an updated user transaction state digest. Then, said local affirming in each
individual node 150, 160, 170 of the of the transaction information defining the requested
transaction may comprise verifying that the user transaction state digest provided in the
transaction information in question matches said updated user transaction state digest in

the affirming node 150, 160, 170 in question.

In a very preferred embodiment, the system 100 and the nodes 150, 160, 170 are arranged
to register transactions of said type on a blockchain. Blockchains are well-known as such,
and will not be explained in detail here. However, it is noted that blockchains are formed
by collecting sets of transactions in blocks of transactions, each of which blocks comprising
a one-way function digest (such as a hash) of a previous block, hence forming an easily

verified chain of transaction blocks over time.

Namely, the method may in this case further comprise forming such blocks of verified and
registered electronic transactions, each of which blocks is associated with a particular
unique block identifier. Then, said transaction information may further comprise
information regarding a unique block identifier associated with a previously formed one of
said blocks. That the block identifier is “unique” means that it is system 100 globally unique,
so that no two blocks have the same identifier. For instance, each formed block may have
as unique identifier a number in a deterministically and monotonically increasing series of

numbers, such as the simple number series 1, 2, 3, 4, etc.

Preferably, the transaction information is required to comprise information regarding the
unique block identifier of a block which is well-defined in relation to the requested

transaction, for instance based on a currently formed block of registered transactions.

In some embodiments, the system 100 is arranged to form global blocks, in the sense that

formed blocks generally comprise transactions in relation to different users, in the present

case in relation to both the first user and also in relation to one or several different, users,

15
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such as at least also in relation to a second user using a second client 160 to request a digital,

electronic transaction.

In some embodiments, the previously formed one of said blocks the unique block identifier
of which is comprised in the transaction information is not the block last formed. For
instance, based on the transaction information it may be possible to unambiguously identify
a block in which the requested transaction in question will form part in case it is registered.
Such identification may be based on system-global information regarding a block currently
being formed. Then, each transaction information may be required to comprise a valid
unique block identifier identifying a block a predetermined number of blocks back in time,
such as not the last formed complete block but the block formed before that last formed
complete block (see Figure 4). This information is then verified in said transaction

information affirmation performed by each node 150, 160, 170 in said network of nodes.

In one particular example, the transaction information further comprises information
regarding a global, preferably synchronized between nodes 150, 160, 170, transaction time
line, which is used by the first node and the additional nodes to determine to which block
the electronic transaction belongs. For instance, the global transaction time line may be the
number of milliseconds since January 1%, 1970, which is used independently by each node
150, 160, 170, in combination with a particular predetermined block formation/closing time
frequency, such as once every 30 seconds, to determine a current block and as a result also
a particular already closed block a predetermined number of blocks (such as two)

backwards in time.

In some embodiments, the sending client 110 may time stamp the transaction in question
using this global transaction time line, and the handling nodes 150, 160, 170 may then only
verify this time stamp with the purpose of voting “no” if the time stamp is more than a
predetermined number of seconds from an expected time stamp based on the internal

clock of the other node in question.
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Hence, each block may collect all transactions requested during a particular predetermined
time period, as time stamped on each respective transaction provided by the sending client
110, 120, 130. Hence, in this case each block does not contain a predetermined number of
transactions, but the block is rather defined by said common time line. The time period may
preferably be at the most 1 minutes, preferably at the most 10 seconds, preferably at the

most 5 seconds.

Furthermore, the transaction information defining said transaction request may comprise
a piece of block state information or block state digest, such as relating to the same previous
block as identified by said unique block identifier which is also comprised in the transaction

information.

In a way corresponding to the above discussed user transaction state digest, the block state
information may be calculated as a one-way function or even one-way function chain (as
described above for the user transaction state digest). It may also be a XOR-type digest,
calculated based on a respective well-defined hash value of each verified electronic
transaction (relating also to other users) forming part of the referred-to block in question,

such as the XOR of said hash values.

The block state information may also be calculated (such as using a one-way function or a
XOR-type digest of said type) based on the block state information and/or the
corresponding well-defined hash value of each verified electronic transaction forming part
of a previous block, such as of the immediately preceding block. This way, a block chain may
be constructed where the block state of each block is calculated based on all previous
blocks, and in particular on all previous verified electronic transactions forming part of all

previous blocks.

In addition to the above-described verifications of the user transaction counter; the user
transaction state digest; and the block state digest, other verifications that may be included
in the affirmation of the transaction information performed by each node 150, 160, 170 in

the network of nodes comprises verifying that the requesting first user is authorized in
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relation to the electronic transaction. This authorization may be based upon first user
information previously stored in the first 150 and additional 160, 170 nodes in question,
and may be, for instance, with respect to if the first user is authorized by the system 100 to
perform the type of transaction to which the requested transaction belongs. Such
authorization may in turn be based on user type information stored by each node 150, 160,

170 in the network.

Furthermore, such other verifications may also comprise verifying the veracity of a first user
signature comprised in the transaction information. Namely, the first user may be required
to sign the transaction information using a private key (such as a private key in a private-
public PKI key pair) before sending the transaction request to the first node 150. Then, the
affirmation performed by all nodes may comprise verifying, using a corresponding public

(known) key of the first user, that the signature was actually made using said private key.

Many of such checks will likely result in a fast reject already by the receiving node 150,

before the transaction information is disseminated to the additional nodes 160, 170.

Again, if any one of said verifications fails, the affirmation of the node in question will be

negative.

In some embodiments, each one of said first 150 and additional 160, 170 nodes, such as all
nodes in the said network, comprises one respective first user operation counter reference
for a set of different respective different types of operations a user may initiate in relation
to said nodes, and in relation to the same first user in question performing the request. In
this context, each such operation is initiated by requesting a corresponding transaction of
a corresponding type and as described above. Examples of such operation/transaction types
include “transfer funds to/from account X”, “update user public key” and “update user

identifying information”.

Then, each of said first user operation counter references is arranged to reference a

particular respective value of a corresponding respective one of said first user transaction
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counter. Preferably, each such user operation counter references a particular one stored
value of the first user transaction counter identifying the last registered transaction of the

particular transaction type for the same first user.

Then, said registration of the transaction performed by all nodes 150, 160, 170 may further
comprise the node in question updating one or more relevant ones of said first user
operation counter references (as stored by the node in question), depending on the type of
operation or operations that the transaction in question represents. Hence, in this example
the set of user operation counter references is not used for the transaction affirmation but
is only updated as a result of registration of each transaction after final verification of the

transaction in question.

Once such user operation counter references are stored in the nodes 150, 160, 170, they
can be used to restore a failing node very quickly. Such a failing node restoring method is

illustrated in Figure 3.

In a first step, which may be performed before the end of the method illustrated in Figure

2, the method starts.

In a subsequent step, it is determined, such as by at least one node 150, 160, 170 in said
network of nodes, that a particular node has failed. Such failure may consist in the particular
node becoming unresponsive, being detected as faulty or hacked (see example below), or

similar. The detection may be made by any other node.

In a subsequent step, the particular node is initiated, such as freshly installed and/or
rebooted. At this point, the node in question may be a restored node the failure of which
was previously detected. However, for freshly initiated nodes, the same method steps may

be performed as described in the following.

In a subsequent step, the particular node reads a previously stored and preferably (but not

necessarily) updated first user transaction state digest, as well as a previously stored and
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preferably (but not necessarily) updated blockchain state digest. This reading may be
performed from any other node, or from a previously stored backup made by the particular
node itself before failing. The read information may include one or several of the

information types described below (“Frontier state”) in Example 7.

In connection thereto, the particular node also reads an updated set of first user operation
counter references for a particular one, several or all of the users registered with the system
100. This reading is performed from a different one of the nodes 150, 160, 170 in said

network, which node has first been set in a temporary read only mode.

Hence, said particular node may read a frontier state of the below-defined type from a
different node which may have first been set in a temporary read only mode. More
generally, said particular node may read a minimized state, much smaller than the entire
ledger but still enough to continue operations (the minimized state may be said frontier

state), from a different node which may have first been set in a temporary read only mode.

In a subsequent, affirmation may be made by the particular node, using said set of first user
operation counter references, verifying that first user information stored by the particular
node in question is up to date. This verification may be made based on the value of each
individual user operation counter reference, determining how far back in the transaction
history the user-specific information must be intact. If necessary after such checs, the

particular node may request updated such first user information from any other node.

Hence, the ledger held, maintained and updated in a respective identical copy of each one
of the nodes 150, 160, 170 of said network of nodes is a ledger run by different, trusted, no
hierarchy nodes 150, 160, 170. These nodes 150, 160, 170 approve or reject operations by
voting, as has been described above. If a particular number or percentage of the
participating nodes 150, 160, 170, such as a qualified majority of the nodes, approve an
operation all nodes will commit the operation. Otherwise not. As opposed to many
conventional blockchain cryptocurrencies, each node does not approve blocks of

transactions, but instead individual operations/transactions. Hence, users get almost
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immediate confirmations whether a particular requested operation is approved or rejected

by the network of nodes 150, 160, 170.

With reference to Figure 4 and 5, an example of a method according to the present

invention will be described in the following.

Hence, a transaction request of the present type is an operation by a user previously
registered with the system, defining an operation to change the common ledger. As
described above, such an operation can be a monetary transfer of fund shares, or an
operation to change information about the user. It is noted that all such information on
which the operation operates is generally stored by each node 150, 160, 170, in a respective

synchronized copy kept by each node 150, 160,170.

The transaction information in the present example comprises the following data. In
general, such data is provided by the client 110, 120, 130 or user and is verified by each
involved node 150, 160, 170:

requesting_user: Information identifying the user requesting the operation.
operation_user: The user on which the transaction operates, normally the
requesting_user. But it could also be a super-user locking an

account of a user due to suspicious activity.

counter: The number of previously committed operations for this user
plus one.

epoch_ms: Number of milliseconds since UTC 1970-01-01T00:00:00.

block_id: int(epoch_ms/30000) (it is noted that the current block is

directly defined by the current time).
ref block id: block_id minus two.
user_state: The XOR of the hashes of the respective payloads of all prior

committed operations on the operation_user.
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ref block state: XOR of all operation (registered transaction information)
hashes for operations engraved on blocks up and until block

identified by reference_block id.

Itis noted that in some type of transactions, such as money transfer type transactions, there
may be several users involved (such as a sending and a receiving user). However, for the
present purposes, it is the operation_user that defines with respect to which user the
transactionin question is performed. Preferably, each transaction is performed with respect

to exactly one user.

In this example (see Figure 4), the block size is 30 seconds, and the reference block is the
current block id minus two. In alternative examples, it would be possible to use other
configurations, such as a block size of 1 millisecond, and a ref_block_id being 30 thousand
blocks behind the block_id. In other words, in such an example, block_id = epoch_ms and

refrence_block_id = block_id - 30000.

Figure 5 illustrates a more detailed scheme for processing a requested transaction. The
transaction request can be sent to any node 150, 160, 170. Each node deals with an
incoming set of transaction information in two distinct but similar modes —it either receives
a transaction request from a user, or it receives the transaction information from another

node, such as the node receiving the request from the user.

First, a number of aspects are verified with respect to the incoming transaction information:
1. Is the operation defined by the transaction information new to the node in question, or
has the node already received the transaction information?

2. Are the transaction counter, the transaction time stamp, the user_state and the
ref _block_state all correct (as expected)?

3. Is the operation valid and properly signed, and is the requesting user privileged
(authorized) to conduct the operation?

4. Is the user free from already pending operations?
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If either one of these checks 1, 2, 3 or 4 fails, then one of two things happens. If the
processing node in question received the transaction information from another node, the
processing node votes no, and the sending node is notified of this vote. If, on the other
hand, the processing node in question received the transaction information from a user (the
processing node is a receiving node of a transaction request), the transaction is fast
rejected, without the node in question performing any more work and without the

transaction information being distributed to the additional nodes.

In this and other embodiments, when nodes 150, 160, 170 send proposed transactions
between them, they attach their respective vote to the information passed. This means that
each node 150, 160, 170 can tell already from the received transaction information whether
the node is contacted in its capacity as a first transaction receiving node (receiving the
transaction request from a client 110, 120, 130) or a secondary node (receiving the
transaction information from another node 150, 160, 170). Preferably, the voting
information is added by the sending node to the sent transaction information, and the
resulting information is signed by the voting node. A public key corresponding to a private
key used for this signature is made available on the common ledger, why it is
cryptographically impossible for a client to spoof such voting. If the first node receiving the
transaction will vote “no” and there is no voting information in the received transaction
information, the first node will fast reject rather than require the other nodes to consider

the transaction.

If all checks 1, 2, 3 and 4 pass, on the other hand, then the processing node votes yes, and

information about this vote is disseminated to other nodes, such as via the sending node.

If the transaction request defines a transfer of money or other funds, it is checked whether
or not sufficient funds exist on the relevant account from which the funds are to be
transferred. If this it not the case, the transaction can again be fast rejected by the receiving

node.
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Then, the receiving node signs the transaction information, and commits the user as a user

which is pending for an ongoing transaction.

Thereafter, votes are collected by the receiving node and saved. If the predefined threshold
of yes votes is passed, the transaction is committed. The votes, or the approved status, is

sent by the receiving node to other nodes.

All nodes then check whether or not the transaction was approved in the voting. If this is
not the case, the user is unpended and the transaction rejection is sent (by at least one
node, such as the receiving node) back to the client 110 used by the user to request the

transaction.

In case the transaction was approved, one of two things will happen.

In a first case, the transaction request is a “document change” type operation, in other
words a transaction information defining an operation saving one or several documents
containing information about the user. For example, the transaction information may
stipulate “this is my new phone number” or “this is my new public key”. The system 100
preferably has a well-defined set of possible such documents, and there may exist a list of

allowed documents types (see below).

After the operation has been registered and/or executed and thus the user is unpended,
the operation counter is updated as is the block state and user state. Then, a transaction
approval is sent, such as to the requesting user. Several such transaction approvals may be

sent, by different processing nodes.

As mentioned above, the system 100 may define several types of documents, possibly

comprising the following types:

Document type Description
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Describing the nodes, their URLs, their public keys and
the voting tally configuration. This decides which level of
voting approval is required for nodes to commit a
transaction.

A 128-bit key that the requesting user submits upon
read requests, the node will verify and serve these
requests only if the read key matches.

Unverified information about the operation_user.
Information about the operation_user that an external
partner has verified about the user. This information
belongs to the operation_user but cannot be updated by
the operation_user.

Information about the operation_user’s public key, and
what external users have permission to operate on this
user (and to which extent). For example, a particular
user in the form of a service-providing company may
have permission to withdraw a value amount of 2000
shares/month from the wallet of a certain
operation_user.

A document containing a reference to a value store
(such as a digital cryptocurrency wallet or a conventional
account), and a balance. This is operated on in transfer

funds transactions.

Hence, each one of the nodes 150, 160, 170 may keep each one of these files, that are kept

synchronized by all nodes 150, 160, 170 processing all transactions being requested and

passing through the system 100.

Specifically regarding the user transaction counter comprised in the transaction information

received in the transaction requested and included in the transaction information circulated

between the nodes 150, 160, 170, this parameter forces the operation with respect to a
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particular user to be done in a well-defined sequence. Each node 150, 160, 170 will deny an
operation if it has another opinion on the expected value of the current counter. For
example, if a user has four prior registered transactions, and a new transaction request is
sent with respect to the same operation_user and specifying counter=7, the transaction
request will be denied. If the two different operations with respect to the same user are
sent, both specifying counter=5, at most one of them will be approved by a majority of the
voting nodes 150, 160, 170. As a result, double-spending rejections will be automatically
handled by the voting mechanism according to the present invention, on an individual

transaction basis.

Thus, the counter parameter comprised in each transaction information orders operations
on a given user, but does not order operations (in relation to each other) on different users.
As a matter of fact, it is preferred that the internal order between transactions being
performed with respect to different registered users is not defined in the system 100. This
actually provide for a more efficient system 100, since all orders in one and the same block

do not need to be present in any particular order.

Specifically regarding the parameter user_state, this parameter is also comprised in the
received transaction information and is circulated between the nodes 150, 160, 170. Using
this parameter, both the node majority and the user (with respect to whom the transaction
is performed) are forced to agree on the entire state of the history of the user. This makes
it cryptographically impossible to for the system 100 to defraud the user in question. The
user can validate that its history state is uncorrupted even though the rest of the ledger is

hidden for the user.

Specifically regarding the ref_block_state parameter, this is also comprised in the received
transaction information and is circulated between the nodes 150, 160, 170. The use of this
parameter will ensure the node majority agrees on the block state, two steps (or however
large the distance to the reference block used) back. This will happen without negotiations

between nodes 150, 160, 170, and is handled in the normal voting process.
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Specifically regarding the type_counter, this is a node-internal parameter which is not
distributed between nodes 150, 160, 170 during normal processing of a transaction — but
can be communicated to a node which is undergoing initiation as described above. The
nodes 150, 160, 170 each maintains a history of type_counter for each user. In particular,
the type_counter is a per-user map of which type of operations the user in question has
requested for every counter (what was the value of the user transaction counter when that
type of transaction was last requested by the user in question). This is an example for a

particular user with current operation counter 5:

Counter “ReadAuth”: 2

Counter “VerifiedUserInfo”: 3
Counter “WalletHolder”: 4
Counter “WalletRef”: 5

Counter “WriteAuth”: 1
last_epoch_ms: 1548590802702
operation_counter: 5

user_id: "bcPImBotUSUNKKGox31ILA=="

In this data, we can read, for instance, that it was at counter 1 the user changed its
WriteAuth (encryption keys) the last time. This information can be used in order to perform

an efficient resume.

Using some or all of the parameters specifically described above, the present inventor has
discovered that a system 100 of the present type can reach throughputs of 100000
transactions per second, or even higher. This is significantly more than better-known

conventional digital transaction systems, such as using the Bitcoin protocol.

In a method according to the present invention, there is no need to wait for a block being
negotiated before a transaction can be committed. If a transaction is approved in the voting
procedure, is will be immediately committed for registration and possible subsequent

execution. Roundtrip transaction times will typically be less than one second before money
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is spendable for a receiving party in the example of a money transaction involving digitally

stored money deposits. Confirmation to the users involved is done even faster.

Furthermore, each user sees only the operations relating to that user in question. Because
of the user_state parameter being updated for each transaction, a user can detect and

prove if the system 100 tries to defraud her, even though she cannot see the entire ledger.

Because of the individual approval of transactions at each voting node 150, 160, 170, and
further due to the fact that there is no negotiating performed between nodes of the
ref block state (this is just a consequence of which transactions are voted “yes” and
therefore committed), the protocol according to the present method can also operate at
high transaction speeds. Using high performance hardware, throughputs of 1 MTPS should
not be unreachable. The individual voting process also makes each node 150, 160, 170 as

such horizontally scalable.

Moreover, a method according to the present invention has the potential for adding
support for super-user capabilities, which may be desired for control. For instance, in the
case of a setup in which assets traded in transactions of the present type are kept by the
account server 140 in a closed system (as mentioned above), functions for allowing a

controlling instance to lock or seize assets are readily implementable.

Example 1: Normal processing of transaction without rejection

In this example, a payment request is sent to Node#1 by a user. The following table shows

select steps and dataflows:

Step User Nodei#1l Nodei#2 Node#3...
1 Send payment
request to
node#1
2 Receive
request, vote
“yes”
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3 Forward
request and
“yes” vote to
all other nodes
4 Respond with | Respond with vote
vote “yes” “yes”
5 Collect
majority vote
(“yes”)
6 Perform
transaction
7 Send vote
collection to
other nodes
8 Send vote on | Receive Receive
channel to | majority vote | majority vote and
payer and | and perform
payee Users perform transaction
transaction
9 Send vote on | Send vote on
channel to | channel to payer
payer and | and payee Users
payee Users
10 Receive votes

Example 2: Transfer money operation

In this example, a transfer of a money amount of value 100 is requested from a first wallet

5 “1” to a second wallet “2”.

A transaction request may look like this (in pseudo code):

10

15

"payload": {
“block_id”:28,
"counter": 4,
"data": {

"Amount": "100",
"from_wallet_id ":"1”,
"to_wallet_id":”"2”

poch_ms": 1549638968221,
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"grid_config_id": 1,
"operation_type": "TRANSFER"

“ref block _id”:26,

“ref block state”: “11111111...7,
“user_state": "SHA-256:10101010...",

},

" signature": {
“key_id”:"1234”,
"payload_hash”: “SHA-256:11110000...” ,
"proof":”00010001...”

},

"user_id": “test”

When the receiving node 150 receives a transaction request comprising this transaction

information, the following verifications are performed:

1.  Current user counter is “3” for user “test”.

2. User “test” has no pending operations.

3. Node current time is not too far from epoch_ms.

4.  Wallet “1” belongs to user “test”.

5.  Balance of wallet “1” is at least 100.

6.  Given epoch_ms really belongs to block with block_id “28”.
7. Referring block_id to block “28” is really block “26”.
8. block_state for block “26” is really “11111111...”.

9. user_state for user “test” is really “10101010...”.
10. Payload hash is really “11110000...”.

11. Proof “0001001” is a valid signature for user “test”.

When any one of the nodes 150, 160, 170 collects a total voting tally showing an above-
threshold approval for the requested transaction, this collecting node performs the

processing of the transaction in the following operation steps:

1. Move the amount of 100 from wallet “1” to wallet “2”.

2. Update counter for user “test” from “3” to “4”.
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3.  Set user state to XOR of previous user state and payload_hash.
4.  Setblock state of block_id “28” to XOR of previous block_state for block “28” and the

payload_hash

Hence, for a successful transaction, these steps are performed by each of the nodes 150,
160, 170 in the network, using the respective local information of the node in question at
the time. However, the steps can be performed by different nodes at different points in

time, depending on the information flow in the network.

Before and after registering the complete processing of the transaction, the states in each

node 150, 160, 170 is according to the following table:

OBJECT PRE TRANSACTION POST TRANSACTION
block_state(26) 11111111... 11111111...
block_state(28) 01010101... 10100101...
user_state 10101010... 01011010...
user_counter 3 4

Balance wallet “1” 100 0

Balance wallet “2” 100 200

Example 3: Admin writes user information

In this example, an admin user (which is a semi-super-user that has privileges to do some
operations on other users, updates user info stored in the above-discussed synchronized

files.

A transaction request may look like this (in pseudo code):

"payload™":

{
“block_id”: 51666252,

31



10

15

20

25

30

35

40

544 149

"counter": 29,

"data": {
"date_of birth": null,
"email": null,

"full_name": "John Doe",
"mobile™: "+15555555555"
"user_id": "EZ2j79j2QHus84LnSYI8GA==",
',
"epoch_ms": 1549987564172,
"grid_config_id": 1,
"hash_scheme": "SHA-256",
"operation_type": "UserIinfo",
“ref block id”: 51666250,
“ref block state”:"hjYG74FDkokuytju76gtFR==",
"user_state™: "SHA-
256:qjfsPPN17Sae/YWWmgyfd/DVWuzn7TyNeh4GZY2YgvE="

}

poa": "admin",
"signature™:

{

“proof”:
"448K78Ur5P5dcciPDjJheg+Us8YDb3owArR18po9rYX2sWQGQvoghcz9sih6Qy28wGR1qw3
fATUKGOAOgKPdIljwfAmnyoK5G/Hgza5IvY5NtE/MBvUUWISAAYmQg5hAX",

"payload_hash™:
"SHA-256:plild2vQ7ap2BgoYPRcGrmAPIbJISg3KRsRgPjMIBKO="

}
"user_id": "EZ2j79j2QHus84LnSYI8GA==",

When the nodes 150, 160, 170 have verified the operation and approved in a vote, each
node will perform the operation (register/execute the transaction) by performing the

following steps:

1.  Write the information under the data clause onto the user_info document belonging
to user “EZ2j...”.

2. Update user counter from “28” to “29”.

3. Update user_state in the same way as in example 2 (above), but using the
payload_hash for this operation

4, Block id is handled in the same manner as in example 2.
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Example 4: Double spending transaction

In this example, a user attempts to fool the system 100 by sending two payment instructions

with the same counter to all nodes, hoping both payments will go through.

5
The following table shows select steps and dataflows:
Step User Nodei#l Nodei#2 Node#3...
1 Send dual
payment
instructions p1l
and p2 to all
nodes
2 Rec pl and|Rec pl and | Recp2and vote yes
vote yes vote yes
3 Rec p2 and fast | Rec p2 and fast | Rec pl and fast
reject (reason: | reject reject
plis pending)
4 Rec p2 from | Rec p2 from | Rec plfrom Node 1
Node 3, vote | Node 3, vote | / Node 2, vote NO
NO NO
5 Collect pl | Collect pl | Collect p2 majority
majority vote, | majority vote, | vote, NO
YES YES
6 Perform p1 Perform p1 Save p2 as rejected
7 Send vote | Send vote | Send vote collection
collection to | collection to | to other nodes
other nodes other nodes
8 Receive Receive Receive majority
collections, collections, and perform action
save p2 as|save p2 as|pl
rejected rejected
9 Send votes on | Send votes on | Send votes on
channel channel channel
10 Receive votes
Example 5: Hacked node, double spending, grid halt
10

Here, a user tries to fool the system 100 by sending two payment instructions with the same

counter to all nodes 150, 160, 170, hoping both payments will go through. This time the
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user is helped by Node 2, which has been hacked to approve all requests. Hence, Node 2

does not work as it should according to the present invention in this case, but has been

illegally modified.

The following table shows select steps and dataflows:

Step User Nodei#l Nodei#2 Node#3...
(hacked)
1 Send payment
instructions p1l
and p2 to all
nodes

2 Rec pl and|Rec pl and | Recp2and vote yes
vote yes vote yes

3 Recp2andfast | Rec p2 and | Rec pl and fast
reject vote yes reject

4 Rec p2 from | Rec p2 from | Rec plfrom Node 1
Node 2 / Node | Node 3, vote | / Node 2, vote NO
3, vote NO NO

5 Collect pl | Collect p1, p2 | Collect p2 majority
majority vote, | majority vote, | vote, YES
YES YES

6 Perform p1 Perform p1 Perform p2

7 Send vote | Send vote | Send vote collection
collection to | collection to | to other nodes
other nodes other nodes

8 Prepare to | Receive Receive majority for
perform  p2. | collections, pl. Counter already
Counter save p2 as | used. Note system
already used. | rejected as corrupt.

Note system
as corrupt.

9 REJECT ALL | Hacked node | REJECT ALL
Transaction will be | Transaction  until
until  manual | manually manual resolv
resolv stopped and

restored

Example 6: External withdrawal, private payment use case
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This example schematically illustrates how the system 100 can serve private payments

(payer identity known to system 100 but unknown to receiver). Here, an external user, such

as an online news outlet, has been authorized with limited power to withdraw money on

behalf of the unknown user, such as for payment for accessing individual news articles.

Step User External user Nodes
1 Authorize external
user for spending
with cap (max
1005/month)
2 Save external auth for
user
3 Add external private
reference  for its
wallet
4 Save  private  wallet
reference
5 Request to read
article, sends only
private reference
6 Perform  payment,
from private
reference to
newspaper wallet,
0.1$
7 Since 100$ per month
cap not violated, perform
payment. System knows
who the owner of the
private ref really is. Send
votes on channels.
8 Receive full info about | Receive info that
payment money has been
received from
private ref
9 Serve private
customer with
article

Example 7: “Frontier state” of ledger
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Each node 150, 160, 170 is arranged to (and at least some nodes actually will) save every
transaction in the transaction history of the system 100, in order to be able to recreate the
entire history and prove the ledger state in case of a challenge. However, in order to be able
to operate as a functioning node in the system 100, and to approve/deny individual

transactions, only a fraction of that state is needed.

Assume, for example, that a user has previously updated her public key contained in the
write_auth document 100 times (in respective previously registered transactions). When a
new transaction request is posted from this same user, it is only the current (last) version
of the write_auth that is relevant when looking at verification of the signature of this

transaction.

The situation is similar for a particular wallet. If a wallet’s balance is 1000, it does not matter
what sequence of operations had led up to this precise balance — what is important when a
user wants to transfer an amount of 100.0 is that there are enough funds in the wallet to

support such a transaction.

Hence, each individual node 150, 160, 170 only requires the following information in order
to resume operations from a particular point in time, and to continue the processing of

transaction information:

1.  The last version of every document in the ledger
2.  The balance of each wallet
3.  The two last block states, or the number of last block states as required, on system

block size configuration (however at least two last block states)

The information in the points 1-3 above is called the “frontier state” of the system 100. It is
noted that the “frontier state” information is significantly less than the entire ledger.
Namely, the entire ledger size is proportional to the number of operations, which is roughly

O(time * #users), and the frontier state is only roughly O(#users).
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Assume then that the node 160 has been down for a long time, and that the rest of the
nodes 150, 170 have approved and performed a large number of transaction during this
downtime. One way to resume node 160 would be to resume transactions from the last
known state of the node 160 before it went down. It would take a long time to catch up for
the node 160 if following this strategy. Instead, another node 170 can be manually stopped
so that is does not respond to any incoming transactions. Then, this other node 170 can
save its frontier state and send this information to the non-updated node 150. After this
operation, both these nodes 160, 170 can resume operations from this state. Depending on
system 100 configuration, from this state nodes 160, 170 may only be about 1-2 minutes

behind the other nodes 150, so a quick catch-up is feasible.

Furthermore, all nodes 150, 160, 170 are arranged to (via the above-discussed digital
interfaces) to ask each other regarding all transactions that have occurred in a specific block.
Therefore, if a particular node is only a couple of blocks behind, it can ask another node,
which is completely up-to-date, regarding the transactions in these blocks. Then, the
catching-up node in question can start registering those operations on its ledger and
executing document updates as the case may be. As long as the catching-up node is faster

than incoming transactions it will update relatively fast.

By using the above-described frontier state functionality and the latter block operation
request, each node 150, 160, 170 is capable of quick catch-up after downtimes of various
length. The same mechanism can also be used when restoring a hacked node that has
entered a corrupt state (as in example 5, above). Using this example 5, the manual resume

procedure could look like this:

1.  Stop all operations on all nodes.

2. Disregard the hacked node.

3. Recursively remove operations that have a majority vote approval, but that any of the
non-hacked node refuses to perform (in the case of Example 5 there are two such
operations, namely the two double-spendings that would operate on the same

operation counter).

37



10

15

20

25

30

544 149

4.  Verify that the block_state is identical for all non-hacked nodes.

5.  Wipe clean the hacked node.

6.  Save the frontier state of one of the non-hacked nodes and put that into the database
of the hacked node.

7. Resume operations.

8. Contact the receivers of money from the two double-spending operations that will
have cryptographic receipts of valid payments, without crediting these amounts on
their respective account balances in this restored version of the ledger.

9. Negotiate potential compensation for these users, depending on what value they

have sent as a consequence of the (in this case) corrupt proof of payment.

Such procedure could be performed by a controlling entity or node (not shown in Figure 1),

which has super-user status in relation to all other nodes.

Some important aspects that can be used in the present invention includes the following.

Firstly, the user operations counter is included in every transaction request sent to the

system 100.

Secondly, the user state is included in every transaction request sent to the system 100.

Thirdly, the system (block) state may be included in every transaction request sent to the

system 100.

Fourthly, there is an individual blockchain for each user (as described above), where each

block may contain exactly one operation/transaction.

Fifthly, the system 100 may keep a current and historical ledger of type counters.

Sixthly, any node can, after an offline period, go online and produce a frontier state that is

consistent with itself, and then resume operation based on this frontier state information.
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The frontier state is much smaller than the whole state, and can be used by other nodes to

resume operations from.

Above, preferred embodiments have been described. However, it is apparent to the skilled
person that many modifications can be made to the disclosed embodiments without

departing from the basic idea of the invention.

For instance, many other features apart from the ones described herein can also be
implemented in a system 100 arranged to perform a method according to the present

invention.
In general, the various aspects of the different examples provided herein are freely
intermixable. Each of these examples has been selected with the purpose of highlighting

certain important aspects of the present invention.

Hence, the invention is not limited to the described embodiments, but can be varied within

the scope of the enclosed claims.
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CLAIMS

1. Method for performing an electronic transaction, comprising the following steps:

a) afirst user client (110) digitally sending to a first node (150) transaction information,
which transaction information comprises a first user predictable transaction counter,
which is unique for the combination of the first user and the electronic transaction in
question; and a user transaction state digest, which is the output of a one-way
function calculated based on at least an immediately preceding electronic transaction
registered in relation to the first user;

b)  the first node (150) affirming the transaction information;

c)  the first node (150) digitally communicating the transaction information to additional
nodes (160,170) on an electronic transaction network of such nodes;

d) atleast one of said additional nodes (160,170) affirming the transaction information;

e)  one or several nodes verifying that at least a predetermined number of nodes have
affirmed the transaction information; and

f) one or several nodes registering a transaction based upon said transaction

information and digitally disseminating information to all nodes (150,160,170) on said
network regarding positive affirmation status of at least said predetermined number

of nodes,

wherein each of said first (150) and additional nodes (160,170) comprises information

regarding a previous first user transaction counter as well as regarding an updated user

transaction state digest, and that said affirming comprises both verifying that said first user

transaction counter matches an expected value thereof and that verifying that said user

transaction state digest matches said updated user transaction state digest, by comparison

to said information in the node (150,160,170) in question.

2.

Method according to claim 1, wherein an expected value of the first user transaction

counter can be deterministically determined from said previous first user transaction

counter used in another electronic transaction immediately preceding the electronic

transaction in question.

40



10

15

20

25

30

544 149

3. Method according to any one of the preceding claims, wherein the first user
transaction counter is not unique across several different users, which different users exist

in addition to the first user.

4, Method according to any one of the preceding claims, wherein the user transaction
state digest is calculated as the output of a one-way function calculated based on both the
last electronic transaction registered in relation to the first user and also based on other

previous electronic transactions registered in relation to the first user.

5. Method according to claim 4, wherein the user transaction state digest is calculated
as the output of a one-way function calculated based on all previous electronic transactions

registered in relation to the first user.

6. Method according to any one of the preceding claims, wherein said additional nodes

(160,170) and the first node (150) together constitute all nodes on said network.

7. Method according to any one of the preceding claims, wherein in step e, the
verification turns out in the negative, and wherein the electronic transaction as a result is

rejected.

8. Method according to any one of the preceding claims, wherein, in response to the
dissemination in step f, all nodes (150,160,170) register the transaction and update their
respective information regarding the current first user transaction counter and first user
state information for use when performing step d in relation to a subsequent electronic

transaction in relation to the first user.

9. Method according to any one of the preceding claims, wherein the method comprises
forming blocks of verified electronic transactions, each of which blocks is associated with a
particular unique block identifier, and wherein said transaction information further
comprises information regarding a unique block identifier associated with a previously

formed one of said blocks.
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10. Method according to claim 9, wherein at least one of said blocks comprises

transactions in relation to both the first user and also in relation to a different, second user.

11. Method according to claim 9 or 10, wherein the previously formed one of said blocks

is not the block last formed.

12. Method according to any one of claims 9-11, wherein the transaction information
further comprises information regarding a transaction time stamp, which is used by the first
node (150) and the additional nodes (160,170) to determine to which block the electronic

transaction belongs.

13. Method according to any one of claims 9-12, wherein the transaction information

further comprises a block state information.

14. Methodaccordingto claim 13, wherein the block state information is calculated based
on a respective hash value of each verified electronic transaction forming part of the block

in question, such as the XOR of said hash values.

15. Method according to claim 14, wherein the block state information is calculated

further based on block state information of previous blocks.

16. Method according to any one of the preceding claims, wherein said affirmation
further comprises verifying that the first user is authorized in relation to the electronic
transaction, based upon first user information previously stored in the first (150) and

additional (160,170) nodes.

17. Method according to any one of the preceding claims, wherein the transaction
information further comprises a first user signature, and wherein said affirmation further

comprises verifying the veracity of said first user signature.

18. Method according to any one of the preceding claims, wherein it is the first node (150)

that performs the verification in step e.
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19. Method according to claim 18, wherein all nodes (150,160,170) individually perform

the verification in step e.

20. Method according to any one of the preceding claims, wherein each of said first (150)
and additional (160,170) nodes comprises one respective first user operation counter
reference for a set of different types of operations a user may initiate in relation to said
nodes (150,160,170), each of said first user operation counter references being arranged to
reference a particular respective one value of said first user transaction counter, wherein
said registration comprises the node in question updating one or more relevant ones of said
first user operation counter references depending on the type of operation or operations

that the electronic transaction represents.

21. Method according to claim 20, wherein the method comprises a step in which a
particular node is initiated, whereupon said particular node reads a frontier state from a

different node which may have first been set in a temporary read only mode.
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I foljande bilaga finns en dversittning av patentkraven till svenska.
Observera att det dr patentkravens lydelse pa engelska som giller.

A Swedish translation of the patent claims is enclosed. Please note
that only the English claims have legal effect.
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1. Forfarande for att utféra en elektronisk transaktion, innefattande féljande steg:

a) en forsta anvandarklient (110) sdnder digitalt till en forsta nod (150)
transaktionsinformation, vilken transaktionsinformation innefattar en férutsagbar
transaktionsraknare avseende den forsta anvandaren, vilken transaktionsrdaknare ar
unik fér kombinationen av den forsta anvandaren och den elektroniska transaktionen
ifrdaga; och en anvandartransaktionstillstandshash, som utgér utdata fran en
envagsfunktion som berdknats baserat pa atminstone en omedelbart féregaende
elektronisk transaktion som registrerats i foérhallande till den férsta anvandaren;

b) denforsta noden (150) bekraftar transaktionsinformationen;

c) den foérsta noden (150) kommunicerar digitalt transaktionsinformationen till
ytterligare noder (160,170) pa ett elektroniskt transaktionsnatverk av sadana noder;

d) atminstone en av  sagda ytterligare noder (160,170) bekraftar
transaktionsinformationen;

e) en eller flera noder verifierar att atminstone ett forutbestamt antal av noder har
bekraftat transaktionsinformationen; och

f) en eller flera noder registrerar en transaktion baserat pa sagda
transaktionsinformation och sprider digitalt information till alla noder (150,160,170)
pa sagda natverk avseende en positiv bekraftelsestatus for atminstone sagda
forutbestamda antal noder,

varvid var och en av sagda forsta (150) och ytterligare (160,170) noder innefattar

information avseende en foregdaende transaktionsraknare avseende den férsta anvdandaren

saval som avseende en uppdaterad anvandartransaktionstillstandshash, och varvid sagda
bekraftande innefattar bade att verifiera att sagda transaktionsraknare avseende den forsta
anvandaren matchar ett forvintat varde darfér och att verifiera att sagda
anvandartransaktionstillstandshash matchar sagda uppdaterade
anvandartransaktionstillstandshash, genom jamférelse med sagda information i noden

(150,160,170) ifraga.
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2. Forfarande enligt krav 1, varvid ett forvantat varde for transaktionsraknaren avseende
den forsta anvandaren gar att bestdmmas deterministiskt fran sagda foregaende
transaktionsrdknare avseende den forsta anvandaren, vilken anvants i en annan elektronisk

transaktion omedelbart féregaende den elektroniska transaktionen ifraga.

3. Forfarande enligt nagot av foregaende krav, varvid transaktionsrdknaren avseende
den forsta anvandaren inte ar unik over flera olika anvandare, vilka olika anvindare

existerar i tillagg till den férsta anvandaren.

4.  Forfarande enligt nagot av foregaende krav, varvid
anvandartransaktionstillstdndshashen berdknas som utdata fran en envagsfunktion som i
sin tur berdknas baserat pa bade den senaste elektroniska transaktion som registrerats i
relation till den forsta anvandaren och &dven baserat pa ytterligare andra tidigare

elektroniska transaktioner som registrerats i férhallande till den férsta anvandaren.

5. Forfarande enligt krav 4, varvid anvandartransaktionstillstandshashen berdaknas som
utdata fran en envagsfunktion som i sin tur berdknas baserat pa alla tidigare elektroniska

transaktioner som registrerats i relation till den férsta anvandaren.

6.  Forfarande enligt ndagot av féregaende krav, varvid sagda ytterligare noder (160,170)

och den férsta noden (150) tillsammans utgor alla noder pa sagda natverk.

7. Forfarande enligt ndgot av féregaende krav, varvid, i steget e, verifieringen utfaller

negativt och varvid den elektroniska transaktionen som resultat darav avslas.

8. Forfarande enligt nagot av féregdende krav, varvid, som svar till spridningen i steget
f, alla noder (150,160,170) registrerar transaktionen och uppdaterar sin respektive
information avseende den aktuella transaktionsraknaren avseende den forsta anvandaren
och anvandartillstandsinformationen avseende den férsta anvandaren for anvandning nar
steget d utfors i relation till en efterfoljande elektronisk transaktion i relation till den forsta

anvandaren.
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9. Forfarande enligt nagot av foregaende krav, varvid férfarandet innefattar bildandet
av block av verifierade elektroniska transaktioner, dar vart och ett av dessa block ar
associerat med en specifik unik blockidentifierare, och varvid sagda
transaktionsinformation vidare innefattar information avseende en unik blockidentifierare

associerad med ett tidigare bildat block av sagda block.

10. Forfarande enligt krav 9, varvid atminstone ett av sagda block innefattar transaktioner

i relation till bdde den forsta anvandaren och dven i relation till en annan, andra anvandare.

11. Forfarande enligt krav 9 eller 10, varvid sagda tidigare bildade block inte ar det senast

bildade blocket.

12. Forfarande enligt nagot av kraven 9-11, varvid transaktionsinformationen vidare
innefattar information avseende en transaktionstidsstimpel som anvands av den forsta
noden (150) och de ytterligare noderna (160,170) for att bestamma till vilket block den

elektroniska transaktionen hor.

13. Forfarande enligt nagot av kraven 9-12, varvid transaktionsinformationen vidare

innefattar blocktillstandsinformation.

14. Forfarande enligt krav 13, varvid blocktillstandsinformationen berdknas baserat pa ett
respektive hashvarde for var och en av verifierade elektroniska transaktion som utgér del

av blocket ifraga, sasom i form av en XOR av sagda hashvarden.

15. Forfarande enligt krav 14, varvid blocktillstandsinformationen dessutom berdknas

baserat pa blocktillstandsinformation for tidigare block.

16. Forfarande enligt ndagot av foregaende krav, varvid sagda bekraftande vidare
innefattar att verifiera att den forsta anvandaren ar autentiserad i relation till den
elektroniska transaktionen, baserat pa information avseende den férsta anvdandaren som

tidigare lagrats i den forsta (150) och de ytterligare (160,170) noderna.
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17. Forfarande enligt ndgot av foregaende krav, varvid transaktionsinformationen vidare
innefattar en signatur avseende den forsta anvandaren, och varvid sagda bekraftelse vidare

innefattar att verifiera giltigheten hos sagda signatur avseende den férsta anvandaren.

18. Forfarande enligt nagot av foregaende krav, varvid det ar den férsta noden (150) som

utfor verifieringen i steget e.

19. Forfarande enligt krav 18, varvid alla noder (150,160,170) individuellt utfor

verifieringen i steget e.

20. Forfarande enligt nagot av féregaende krav, varvid var och en av sagda forsta (150)
och vytterligare (160,170) noder innefattar en respektive operationsrdaknarreferens
avseende den forsta anvandaren och for en uppsattning av olika typer av operationer som
en anvandare kan initiera i relation till sagda noder (150,160,170), dar var och en av sagda
operationsraknarreferenser avseende den forsta anvandaren ar anordnade att referera ett
specifikt respektive enstaka varde for sagda transaktionsraknare avseende den forsta
anvandaren, varvid sagda registrering innefattar att noden ifraga uppdaterar en eller flera
relevanta operationsrdaknarreferenser avseende den férsta anvdandaren beroende pa typen

av operation eller operationer som den elektroniska transaktionen representerar.

21. Forfarande enligt krav 20, varvid forfarandet innefattar ett steg i vilket en specifik nod
initieras, varefter sagda specifika nod laser ett fronttillstand fran en annan nod, vilken andra

nod forst kan ha forsatts i ett temporart lage dar endast lasning tillats.
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Fig. 1

120

161

101

160

Il

130

171

N
N
o

170

Il

141



544 149

Fig. 2
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Fig. 3
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